mood-book




mﬁﬁw& net

“'\hl Ull.;‘_::\\
@ — "

Switching, Output Proces

sing, Queueing, The Routing Control Plane, The
Internet Protocol(IP): Forwarding and Addressing in the Internet —

Datagram Format, IPv4 Addressing,
Internet Control Message Protocoi(lCMP), IPvé.

(LEARNINIS DBJEBTIVESJ _

»  Network Layer Services .

» rVirtucul Circuits and Datagram Networks
»  Components and Processing of a Router
»  Internet Protocol (IP)

r

Various Versions of IP i.e., IPv4 and IPvé.

r INTRODUCTION J

Network layer offers various services like guaranteed delivery,

on-time delivery, congestion control,

ces that work on network layer is the
router which is responsible for directing the data packets from one network to another. It carries four

major components including input port, output port, routing processor and switching fabric. Each device

in a network is assigned with a unique identity number called its IP address. This address is used by the

Quality of service, security and many more. One of the major devi

fouter and other networking devices to identify the devices present on network. The two versions of |P
address are IPv4 and IPvé.
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PART-A SHORT QUESTIONS WITH SOLUTIONS

Q1. Define routing.
Answer : Model pa

l{ - pq"‘“,Q“!'
eflicie |t]m“"u X ‘."‘.ﬁ""" as a process of transferring packets over a network from one host to another, ”,"q task is Pcrﬁmned
ofn .:" ) b-"r '}‘“k"\!l use of the devices called routers, In other words it is o process of finding a l’f'”'”"“'“ hanctwork or vn.‘;r
Q Sovorks, This process is used in various ficlds like Public Switched Telephone Network (PSTN), computer networks o,

2. D "
ifferentiate between forwarding table and routing table.
Answer :
1

Roufing Table \

A table which implements a Routing technigue
specialized software is known as Routing table,

Forwarding Table

L [A mt.\?c‘ which implements the forwarding technique ina | 1.
specialized hardware is known as forwarding table.
Routing table holds the maximum information,

2. | Forwarding table holds less information when compared | 2.
10 routing table.
3. | Itis optimized for searching a destination 1P address. 3. | It is optimized for calculating changes in topology.

Each entry in Routing table maps an IP prefix 10 an

4. | Each entry in forwarding table maps an IP prefix to an | 4.
next-hop interface.

outgoing interface.

Q3. How do routers differentiate the incoming unicast, multicast and broad cost IP packets?
Model Paper-, Q1g)

Answer :
Unicast Address Multicast Address Broadcast Address
1. | Itis addressed to a single host. I. | Itis addressed to a group of 1. | 1tisaddressed to all the hosts within
hosts. a network.
2. | It has one-to0-one relationship. 2. | It has one-to-many 2. It has one-to-many relationships.
p Y .
relationships.
3. | The unicast destination address 3. | The multicast destination 3. | The broadcast destination address
consists of both 1's and 0’s. address consists of both consists of only 1's.
I's and 0’s.
. |
.- . . . . . . >4 |
4. | Additional bandwidth is required. | 4. | No additional bandwidth 4. No additional bandwidth is required: |
is required, !
I }
Q4. List the advantages of connection oriented services over connection-less services. ‘
) !
Answer : Model Papert Q1! |
The advantages of connection-oriented services over connection-less services are as follows, |
|2 It is more reliable than conneetion-less services, ‘
) It puarantees the sequencing ol messages.
3. . 1t uses short header ficlds where as connection less services uses longer header fields.
It is capable of controlling the congestion that occurs in a network, I
Q5. Highlight the characteristics of datagram networks. ;
" ait
Answer : Model Paperit
The characteristics of datagram networks are as follows, o
p . . ., e . y ) ach®
| The data packet is ransmitted from a source to destination at any point of time. So, this data packet at rived at swite
. forwarded at that instant. Because ol this reason datagram networks are connectionless ‘
g i from source (o destinat] ‘ < acket ©
, The data packet is forwarded from source to destination and the host does not guarantee about the delivery ol P‘“L
e lhc dc.s'li"i“i“"‘ r‘n-.
+«| indenende { N PR . Therelt
; Every sillglt' [lilL‘k‘-" 15 roulc l! ll.ldl. pe ndent of its pre decessors which me also transmitted to the same destination. Ther
e ”’ l\’VU sequential packet of different hosts have unique paths, .
1¢ L < atiof
4 Occurrence of route of table updation ofa fatlure will noteflect the link failure or switeh failure in the process of commun
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JIT-3 The Network Layer

ms an IP?
wer ¢ ‘ Model Paper-l, Q1(f)
AnS : ,
Internet protocol is the third layer in TCP/IP. The functionality of this layer is to transmit data over the I
Hsibility of this layer is to send IP packets from source to destination independently. This means that each packet should
contain the full address of the desired destination. It is an connectionless protocol, where in no connection exists between the end
ints. The most widely used IP protocol is “IPV4”, and “IPV6”. Each packet which is transmitted through the “IP” is treated as

on independent unit out data.
f

nternet. The

q7. What is meant by IPv4 Addresses?

Answer : ‘

[Pv4 (IP-version 4) defines 32-bit IP address for hosts and routers connected to the Internet. Each host and router has a
ynique and universal IP address. This means that, no two hosts connected to the Internet can have same IP address at the same
time. Any host that wants to establish connection on the Internet must accept the addressing system. Hence, IPv4 addresses are
umique and universal. '

@s. Expand ICMP and write the function.

Answer : Model Paper-ll, Q1(f)

ICMP stands for Internet Control Message Protocol. It is one of the core protocols of the Internet protocol suite. The main
function of this protocol is to send the error messages to the IP packet sender and also to over come the problems that were raised
by the IP protocols for example, error-reporting messages and query messages.
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| PART-B ESSAY QUESTIONS WITH SOLUTIONS

3.1 INTRODUCTION - FORWARDING AND ROUTING, NETWORK SERVICE MODE ¢

Q9. Discuss about forwarding and routing functions of network layer.
Answer : oo ‘

Forwarding

.» Model Papeml Qe‘l)

Forwarding is a mechanism of sending packet from a source host to the destipatlon via 1§s r?gt;(.)rﬁ ;c;;::lngﬂtlable 15 the g
sential requirement of forwarding, therefore a router or a host must maintain a routing table prior to fo ¢ g the Pad(_ﬂ- Ifa
host has a Packet which is to be transmitted over the network, then the host must initially look into !'outmg table so a5 10 discoyg
the route (path) of sending the packet to the desired destination. In the same way, if a router receives a p acket which ha t, be
forwarded then it initially Jook within the table so as to check the final destination route. :
Routing

" Routing is the key feature of Internet. It is a process of selecting a best path for a packet to reach the destination, Every
intermediary computer performs routing of packets from one computer to another computer until it eventually reaches the
destination. Its path is calculated using routing table.

-----

- -

oo

-

-

B

....

Figure: Routing

Generally, there exist many networks which many want to communicate with other networks. This also shows that
there may be many routers too. For example consider different networks A to G which are connected to each other with the
help of routers, irrespective of their size and topologies. Now one must focus on the following questions .

(i) How these networks communicate with each other? ‘
Which route datagrams should take to travel from source to destination?

The solution to the above questions is adaptation of routing algorithms which enables seamless integration of
networks with the help of routers. As well as helps in identifying the paths which should be taken to forward a packet.
Routing/Forwarding Table

vari : path information accordin
to reach the destination. The destination can be a specific Internetwork o

particular destination is not available then the table stores a default path
table is discussed below,

ording to which thé data packets are transmitied
ranode in an Internetwork. If the path information ‘Tf’
for it. The Process of routing a packet in the router usifé

Router .
B | Data - — ® |
: > | A | Data
: Node A :
I - ‘ |
Forwarding : : , — |
value ! Forwarding Output | Sends the packet
| value interface I through interface 2
. A i I
b e e - > B 2- -4 - _ - _ ]
C 3
D 1
\

—_—

Figure: Furwarding Table
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LEAAY . ) . 3.5
ai0. List the services provided by network layer. Discuss about network service model with an example.

An_r,wer :
gervices provided by Network Layer

] The Network Layer
‘md8 :

Model Paper-lil, Q6(a)

Some of the services provided by network layer.are as follows,

Guaranteed Delivery
Network layer ensures that the data will reach it destination
2 Guaranteed Delivery within a Specified Time

Network layer ensures that the data will reach jts destination within a specified time

3, Flow Control : :

.\

'Flow control means controlling the overﬁow of d

: : ata on the receiver side. It is used when the receiver'is not having the
capacity to process the incoming data or when it does no

t have enough space in its memory to store the data.
4. Congestion Control

appens when a network is holding too many packets
There are Various reasons for congestion to occur. Few of them are listed

“Congestion is the state in which network performance decreases. This h
which are much more than the network’s capability.

below.
(i) Ifthe.traffic on the network is very high.
(i) Ifthe CPU’s processing speed is slow.
(iii) If there is inéumcient memory to hold the packets.

5. Quality of Services

Quality of Service (QoS) is defined as the zibility to provide different ;}riority to different applications, users or data flows
or o guarantec a certain level of performance to a data flow. _

The attributes ihal can be used to describe the data flow are as follows,
(1) Reliability .
(i) Jitter
(1) Delay
(iv) Bandwidth,
6. Security

The Internet consists of tens of thousands of networks which are interconnected without any boundaries. Such environment
equires high network security due to the fact that organizational network is accessible through any computer from any part of
the world, therefore making it prone to threats. :

According to the survey con ducted by Computer Security Institute(CSI), 70% (?f th'e organizations network security
policies has been violated and 60% of the misusé is performed from inside the organization itself. The most easy method
0 give protection to the network is securing it from outside attack by closing the network entirely from outside world. So,
When the network is closed, it gives connectivity to the trusted parties only, not the public networks. The absence of outside
‘Onnectivity makes the network secure from outside attacks.

One of the important issues to balance between two requirements is,

To open the networks inorder to-establish emerging business requirements and freedom of information,

To secure private, personal and strategic business information.

With Internet, the organizations can maintain stronger rel.a'tionship with customers, supp'li_ers?, partners and employees.
Also the e-business has made the companies more competitive bt.:cafuse. many new aPpilcatlons were fleyeloped for
E'COTnmerce, supply chain management, customer care, work force opt:.mlzahon apd e-learning. Apart from this, applications
Which organizes and improves the processes, decreases turn around time, lowering the cost were also developed.
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Network Service Models

.NetWOrk service model can be d efined as a model which describes the characteristics of transfer of packets from gqy,.. -
to destination ; i
10N in an end-to-end network. |

Example

Consider ATM service models i.e., CBR (Constant Bit Rate) and ABR (Available Bit Rate).

1. CBR (Constant Bit Rate) ATM Service Model

L CBR model is used to make the data packets flow at a constant bit-rate. It follows a criteria similar to the early -telephone
ysiems. The flow of packets is provided using virtual pipes which offer fixed bandwidth transmission.

2, ABR (Avallable Bit Rate) ATM Service Model

‘.ABR model is used to offer best-effort service over Internet. It also offers an additional feature of sending feedback o the
_ sender in the form of a notification. '

The features/service comparison of CBR and ABR is tabulated below,

Feature/Service CBR ABR
Bandwidth Guaranteed with constant bit-rate | Guaranteed Minimum
No-loss Guaranteed No Guaranteed
Ordering Ordered Ordered
Time based Yes No
Congestion No Congestion Notifies if occurs

3.2 VIRTUAL CIRCUIT AND DATAGRAM NETWORKS

3.2.1 Virtual Circuit Networks, Datagram Networks

Q11. Explain about virtual circuit network and datagram network. .
Answer : : '

Virtual Circuit Network

A connection in the context of connection-oriented organization of subnet is called as Virtual Circuit (VC). A virtual circuit
packet network is analogous to the telephone networks. :

With VC there are three phases,
(a) - VC Setup

During this phase, the source machine requests the network layer to setup a virtual connection between it and the destiﬁation
machine. The network layer finds and sets up a route between the sender and the receiver. The route consists of the set of

transmission lines and packet switches that will be followed by all packets of the same VC. The network layer may 215
allocate resources such as bandwidth for the VC, : .

‘Model Paper-l, Q6(b}

(b)  Data Transmission
Once the VC is setup, the data transfer begins. All the data flows along the path of the VC

(©) VC Termination

After all the data have been sent, the network layer terminates the VC on the desire from the sender.(or receiver). It also
updates routing tables at each of the packet switches along the path to indicate that the VC is terminated |

In VC subnets each VC is numbered and every router maintains a table with an entry for each of the currently open yirtual
circuits passing through it. This connection state information is needed to forward the packets on the correct VC since al

the packets of a given virtual circuit always take the same route through the subnet. Each packet’s header contains 2 V

number. The router uses this number to forward the packets on the correct output line
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4. Cal setup 3,
Call accepted
m 5. Send data flow

6. Receive daty Application layer
Transport layer
Network layer
Data link layer
Physical layer

2. Incoming call —g

Destination
. machine
~<—— Router

Figure (a): Virtual Circuit Network
Datagram Network

i

Sourqe
machine

In datagram subnet, no routes are set y
is routed independently of jts prede
follow different routes. The indepe
the corresponding subnet is called

P in advance even if the network laye
cessors, if any. The

ndent packets in th
datagram subnet,

r service is connection-oriented; Each packet
refore, subsequent packets fr.

om the same source to same destination may
€ context of connectionless organization of subnet is called datagram and

In datagram subnet the roy

ters do not maintain an
have a table with a pair of the dest;

*stination router address

Y state information about VCs because no VCs are setup. Instead, they
and the outgoing time to be used for that destination.

The destination address in a packet’s header can be quite long for a large network. The

datagram subnet are more robust
and easily adapt to failures, the congestion control is also difficult. '
Application layer Application layer
a3 Y 2. Receive data L
Transport layer 1. Send data Transport layer
Network layer

Data link layer
—_ "

" Network layer
ittt o2
Physical layer

Data link layer

Physical layer
Destmation
e machine
machine
Figure (b): Datagram Network

3.2.2 Origins of VC and Datagram Networks

Q12. Discuss the evolution of virtual circuit and datagram networks.
Answ Model Paper-In, Q6(b)
er : -
“ f : itional telephone systems which are based on real circuits. VC is complex
J 1o i it networks is the traditiona . :
than g rhc‘f’ﬂgl" Of"'“;j‘a] glrc:nsibili ty of call set-up and per-call state is handed over 1o the routers. Datagram networks inter-
cm:ln::agmm l:ecausc: 1}(:crI:{,emct and therefore, its origin lies in the Internet . The internet architects usually prefer to simplify
*Ct computers ove . o 1e PO . :
the Complein:ies existing end-system devices. The simplifications include the following,

. > any service-level guarantees. This minimizes the
1 The inte s model does not offer
: ¢ internet-based service

ments and simplifies the interconnection of networks over distinct link |1

network level require-
; - osses.
in terms of physical properties, transmission rates and |

ayer technologies. These technologies can difter

The servers in the network are responsible for handling infrastructure based se

rvices like DNS thercby simplify
process of adding additional service or application layer protocol,

ing the
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3.3 INSIDE A ROUTER |

Q13. Discuss the four components present inside a router. e  Model Paper, gy
Answer :

The four components of a router are,
1 Input port

2. Output port

3. Routing processor

4. Switching fabric.

Routing ] ,
Up Port processor O/p Port
Port a =N Port a >
Switching
Port b > fabric Port b :—
Port n > Port n >

_ Figure (1): Architecture of Router
1. Input Port )

This component performs the physical and data link functions of

the router. Once the bits are created from the received
signal, the packet is decapsulated from the frame. Then, detect]

on and correction of errors is carried out allowing the .
mnetwork layer to route the packet.
The input port contains buffers to quéue the packets prior sending them to the switching fabric along with a physical layer
processor and a data link processor. ’
Physical layer Data link layer.
processor processor | L

Queue

Figure (2): Input Port
2. Output Port
In output port, the packets are first queued. After that,

the functions of physical layer on frame. The funct;
by the input port.

the packets are cncapsulated in g fr

ing
i . lemenlln.
ons performed b ame and then sent by imp

Y output port are reverse of the functions peff""n

\

Data |
Physical layer

ink laycr
b——
Processor . .
e Processor
N

igure (3): Outpyy Port

—
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m‘ss" 3.3.2 Switching
A : . .

" This component 1S resp onsible for carrying out the Q15. Describe the three switching techniques.

petwork Jayer functions. It simultaneously finds the
address of the pexl hop as wel! as the.output port
qumber from which the packet nm.vcd. This activity of
choosing next hop for l]'ic pa'ckct is some. times called
tahle looKup- The functionality 9f routing processor in
Jatest switches is hanc.ied over to input ports to make the
process fast and eflicient.

Switching Fabric

This component is responsible for moving the packets
from the input queue to the output queue. The speed of
this process not only impacts on the size of input/output
queue but also on the total delay in packet delivery. The
iransfer of packets from input queue to the output queue
is the most difficult task in the router. Earlier, the task
of switching fabric was handled-by computer memory
or a bus where, the packets were stored in the memory

by the input port and retrieved from the memory by the

output port. .

—

331 Input Processing

0f4. Explain in brief about input processiﬁg of a
router. j : :

Answer :
For answer refer Unit-I11, Q13, Topic: Input Port.

Routers make use of forwarding table to forward a
tecketreceived from input port. This table is updated regularly
ty the routing processor where input port carry a copy of the
Lble. The updated copies are sent to the input ports over an
dtional bus. With such an approach, routing decisions can
b made without interacting with other ports within the local
“tiork. This helps in minimizing the overhead of centralized
Mocessing. For this, an efficient searching algorithm required
i"_‘mall}' in case of larger data transmissions. Moreover, it is
“9Necessary to improve memory access times.

8500 The data packet is forwarded to the swidtching fabric
i .38 the entry of output port is identified in the lookup
W&éls"me times when the switching fabric is in use, thg other
LOt'kEdarc blod.ced temporarily for entering into the fabric. The
e |, packet is placed in a queue at input port. Apart from
b, okup, the following actions are performed at the input

l

: pTOCessing of link layer and physical layer.
Checking and noting down the checksum, version num-

, Tand time-to-live field.
Updaling the counters such as data grams.

iﬂ‘ Pag(]e same process can also be followed to block cenai.n
oy 15 based on the header value. A similar approach is
1a‘ap Y the network address (NAT) which discards every

. Pack, .
Peifie €t whose port number value does not matches with a
Mumber/yalye,

Answer : Model Paper-ll, Q6(b)

The three switching techniques are,
L Switching via memory
2. Switching via bus
3. Switching.via crossbar switch.
1. Switching via Memory

Traditional routers use routing processor as CPU for the
purpose of switching among input and output ports. Here, input/
output ports act as input/output devices for such routing proces-
sors. Modern routers use memory for the purpose of switching:
These routers perform like a shared-memory multiprocessors
in various aspects. These routers work by saving the packets
in memory while using input line cards for processing. This
process makes the modern routers different from traditional
older routers. Some routers like Cisco 8500 series make use of
shared-memory for forward packets.

Memory

Input ,
ports

2. Switching via alBus

This type of processing makes use of a bus that directly
forwards the packets received from input ports to the output
ports. For this reason, it does not require assistance from rout-
ing processor. However, the bus need to be shared among all
the available ports. Here, the input port includes a header value
which indicates the output port-to which the packet needs. to
be forwarded. The output ports receive the packets but the port
whose associated value is included in the header keeps the
packets while the remaining ports discard the packet. The label
or header value is only used within the switch. The problem in
these routers is that the arrived packets need to wait in a queue
if a packet is already crossing the bus. This means that only one
packet can cross the bus at a time. This makes the routing !;pccd
to completely depend on the bus. For this reason, this approach
is preferred only for small local area/network.

—{ ]
=]
—[]

Qutput
ports

Input
ports
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3. Switching via Crossbar Switch 0\

) . i , d outputs i i
Crossbar switch consists of a series of points called cross points which handles m;?u:s a}l:or exl;:ms lm t'l;‘e e Ak Peng,
on the number of inputs given to the cross points, output will be given by the cross points. PlC, 1f 5 inpy of g

- . i i H la
Btven, then S outputs of data will be the result given by the cross points. Now, a question arises that how many ¢roxg POint ., ¥
be used. Th

required

. . . Shq ]
e answer is just multiply the total number of inputs and outputs to get the cross points. In this example, Crogg U
are 5 x 5 =25 cross points,

It

The below figure shows a crossbar switch, which is built from two important entities, transistor or gates and SWitg, -
consists of 25 cross points. This switch is in the form of grid or a square, *

20 it Tine ' ;:::®33?®::® ::®
®®®®®

@%@ ----- @@?

I*output 2% outpyt 3" output

1** input line

&

—

. ‘ 4" output 5™ output
line line line line line
Figure: Crosshar Switch
AN

3.3.3 Output Processing, Queueing, The Routing Control Plane
Q16. Write short notes on the following,

(i) Output processing

(ii) Queueing

(iif) Routing control plane.
Answer : ‘ e i -y
() Output Processing

The port processing for output in the process of switchip, sta . ) : A me!
These packets are forwarded over the output link. The tasks peffon::db: :r?:;lg\e;;::ﬁ l;u; dala_packets stored in the p0
rocessing are,
I.  Selecting the packets ‘ g
2. Dequeuing the packets

3. Performing physical and link-layer functions,

SIA Publighgrg and Dlstrlhutbrs Pvt. Ltd.
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packet queueing is possible at both input and output ports similar to the cars weighting near round about for their turn to
processing. With increase in the

i The weighting time and other attributes completely relay on the traffic load and speed of _
e the memory utilization increases thereby increasing the chances of packet loss in case if memory is completely in

:. quucue’ N A .
:"e‘ quch losses occur from router side as it starts dropping packets when memory is unavailable.

. Gimilar situation can arise at output ports when multiple packets are sent simultaneously to
etion of queues as output port.can fO]'\’&:ard only a single packet at a time. Moreover, the queued
*_{on certain criteria. Th:s criterion is imposed using packet scheduler. Two of such criteria include FCFS (F irst-Come
ceved) and Wfighlff’ Fair Queueing (W_FQ). In the former one, the packets are forwarded in the order of their arrival. In the
iaﬂff one, the linked is shared among various connections on which the packets are destined. ;

The use of packet scheduler helps in ensuring quality of service.

Similarly on the input ports, various approaches like AQM (Active Queue Management) and RED (Random Early Detec-
are adopted to make a decision regarding the packets arriving in the queue. o -

a single port. This leads to the

packets need to be forwarded
s First

tion)

(il Routing Control Plane

The routing co.ntrol plane f:xists near the location where the decisions are made by routing processor. This makes it de-
cntralized as the routing process involves different aspects of entire network. However, modern routers integrate both hardware
garaplane and software control plane to generate an integrated product,

Moreover, research Is under way to create an architecture in which the routing control plane can be internal as well as
'.mmal to the routers. The internal part performs link state measurements, maintaining and installing routing tables etc., whereas
#ie external part performs route calculations). To make these two parts work corroboratively, an API is used. . :

}4 THE INTERNET PROTOCOL (IP): FORWARDING AND ADDRESSING IN THE
INTERNET ' . : . |
}4| Datagram Format

017. What is Internet Protocol (IP)? What are the two important components of IP? Discuss about the data-

gram format of IPv4. :
wer : . ) Model Paper-l, Q7(a)

Internet Protocel (IP) ‘

et protocol i the third layer in TCPIP. The functionality of this laye is (o transmit data over the Intemet. The

m_mpﬂblmy of this layer is to send IP packets from source t0 destination independently. This means that each packet should
Main the full address of the desired destination. It is an connectionless protocol, where in no connection exists between the end

paints,

Components of 1p
The two important components of IP are forwarding and routing, ‘ ‘

For remaining answer refer Unit-111, Q9.

LD
| “8gram Format of 1Pv4
Datagram is nothing but the packets in IPv4. The datagram format of IPv4 is as follows,

Version | Header length | Service Total kength
4-bits 4-bits 8-bits 16-bits
Identification 16-bits ;:Ig:s F"“W]‘;‘fgi‘:: offset:
Time to live Protocol Header checksum

8-bits 8-bits 16-bits
Source IP address
Target IP address

) Option
i — 32 bits n

Figure:'lP\m Datagram Format
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; in TCP/IP. 1 ;
the information necessary for routing and forwarding. Usually, a 4-bytes header sections are shown in TCP. he followmg e

the fields of a datagram, !

l.

9.

10.

12,

A datagram is a variable length packet having header and a data. Length of the header is about 20 to 60 bytes °°"'linins

Version (VER) o o o
Itis a4 bit field defining the session of IPv4 protocol. Currently, the available vcrsnorf; is 4. putthm uture, .vcrsmn 6
P ; i i i ing the software in the processing machip
i field is responsible for informing 1 "
supposed to replace version 4. Version (VER) _ . -5
abjc:zl the version in use i.e., version 4. Interpretation of all the fields must be in ncc-ordanca to fourth v.u'snon of -lhc Protoce]
If a different version of protocol used by the machine, then the datagram is eliminated so as not lto interpret it Wwrongly,

Header Length (HLEN) _ .
It is a 4-bit field defining the entire length of the datagram header in 4-byte words. This field is 'fq‘"m’ because header
length is variable between 20 and 60 bytes. I the absence of options, header length is 20 bytes with value § (ie,Sxq=

20). The option field with maximum size has a value of 15 (i.c., 15 x 4 = 60).

Services

Itis a 8-bit field whose name and interpretation is changed by IETF from service type to differentiated services,

Total Length

Itis a 16-bit field that contains header as well as data. It has a maximum length of 65, 535 bytes. But, when larger datagrams
are required, the field contains length greater than the maximum length.

Identification Field ‘

Itis a 16-bit field, which specifies the identity of a fragment i.c., to which datagram it belongs to.

Flag Bit

Itis a 3 bit field which is used to control the fragment. Here, first bit is zero and it is reserved, second bit is 1 which
represents. Don’t fragment (DF). Third bit is ‘2’ which represent More Fragment (MF). -

Fragment Offset

Itis a 13-bit field, which specifies the location of the fragment in the datagram. The maximum length of fragment offset
is one byte more than the total length field i.e., 65, 536 bytes. »

Time-lo-!lye Field

Itis a 8-bit field, which refers to a counter used for limiting the lifetime of a packet. The maximum lifetime of a packet s
255 sec. At each hop, the counter is decremented and when it becomes zero, the packet is removed and a warning packe!
is transmitted to the source, :

Protocol

Itis a 8-bit field. It specifies to which transport layer protocol (TCP or UDP), the datagram is to be given,
Header Checksum ' ' ‘

It is a 16-bit field, which checks the header part so as to detect the errors occurred during the trzinsmissioﬂ of packes. Al
each hop, the checksum must be fecomputed because one or more fields of the header changes regularly.

Source IP Address and Target IP Address

Each of these fields is of 32-bit length. The source ﬁéid specifi
whereas, the destination field specifies the port number of th
Options Field »

i {
es the port number of the sender host that sends the fragm®"
e receiver host that receives the fragment.

Itis of variable length. Options may occupy

! space at the end of [p . tes. I |
is generally used to provide sore fomatl header and there lgngthg are multiple of four by

n that wasn't covered in the |p header,
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13 The Network Layer . .« 5 | 3.
oNiT :
" |Pvé Addressing
34 piscuss in brief about the IPv4 addresses.
atd . |
cr . Model PaP.r'"l th”.
AnsWE”
[pv4 (IP-version 4) defines 32-bit IP address for hosts and routers connected to the Internet. Each host and router has a
e and universal IP address. This means that, no two hosts connected to the Internct can have same IP address at the same
::2 Any host that wants to establish connection on the Internet must accept the addressing system. Hence, IPv4 addresses are
ique and universal. !
Addms Space

An address space is defined as the total number of addresses that are used by the protocol. IPv4 protocol uses 32-bit

sddresses. Hence, the address space of IPv4 is 2% or 4, 294, 967, 296. (i.e., more than 4-billion). If limitation is not given then

hese large number of devices can be connected on the Internct. The IPv4 address makes use of three generated notations.

They are,

{,  Binary Notation

Binary notation is a popular notation to present an IPv4 address which is displayed as 32 bits. An IPv4 address can-be

dfined as a 32-bit address or a 4 byte address where each octet (8-bits) refers to one byte..

Example

The example of IPv4 address in binary notation is,

11011101 00101101 01001110 00111000

L Dotted Decimal Notation _ b
Dotted Decimal Notation is another notatic;n that specifies the IPv4 addresses. Gene:éliy Internet addrééses-aré written in
decimal form which are more easier to look through. In decimal forms, each octet (byte) is separated by decimal point (dot), and

its value ranges from 0 to 255.
Example '

The dotted decimal notation for the IPv4 binary notation is given below. ‘
11011101 00101101 01001110 00111000 < Binary notation

L]
|

221 45 78 56 < Dotted decimal notation

3 Hexadecimal Notation

_ Hexadecimal notation is another notation which is used rarely to specify the IPv4 addresses. Here, every set of four bits
Sequal to 5 single hexadecimal digit. That is, in an address of 32-bit there are total 8-hexadecimal digits. This type of notations

are . .
Mostly used in network programming.

E“'ﬂple

Binary __ yjprj01 00101101 01001110 00111000

notation . :

3§

Dotted —> 221 : 45 78 56

decimal

notation - J’ "’ b + 3 * i

Hexadecimal = = DD 2D 4E 38
notation .
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mo ﬂ erarcqu ﬁﬁtddre’smi twork requires hierarchy in addressing system. For example, a postal network or 3 postal ~
Every communication ne _
system involves the following hierarchy. ey

Country

¥

State

A
City
\

Street

v

. House number

\

Name of the recipient
Figure (1): Hierarchy in Postal Network/postal Addressing System

Similarly a telephone network or a telephone addressing system involves the following hierarchy,
Country

v

Code

v

Area éode

\

Local exchange

¥

Connection

Figure (2): Hierarchy in Telephone Network|telephone Addressing System

The hierarchy of 32-bit IPv4 addressing is divided into two parts i.e., prefix and suffix. Prefix is the first part of the [P+
address whose length is “n’ bits, It basically d

: efines the network. The second part of the TPy4 address is suffix and the lengthoft
is (32-n) bits. It basically defines the node. The length of prefix can be fixed or variable, The following figure shows the hierercty
in 1Pv4 addressing. b

Network
Defining

l network ) _ ,L Y ’
P - - Defining
i} the nodes

n bits (32-n) bits
ke e ———— | H—\_ﬂ

Prefix

%

Figure(3): Hierarchy of IPv4 Addressin
!
Q19. Explain the working of DHCP Protocol with jts header format. i
Answer :

are!
Dynamic Host Configuration Protocol (DHCP) . Model Papert
Dynamic Host Configuration Protocol (DHCP) i

S serverand the default

i i piac, net mask, the domain name a®
since it Dug
e ; i I;Jas tl:lc capabl!lly of providing an 1p address. DHCP m wlt
” ! ’ 15 based on g clienVserver model as sh in fi ) lo
contains one client and two servers, ' shown in figure
, SIA Publishers and Distributors Pvt. Ltd. |
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.\U\C br
i figure (2)-

DHCY DISCOVER __I_ - ——
T T (Cserver D (CChent D
Can D | rey

Figure (1): Basic DHCP Configuration
nt sends requests using

hich the server responds. A clie ‘
is shown

DHCP clients send a request to a server (DHCP DISCOVER) to W i sends reqt
DHCP server. Client initialization via pHee

oadcasts. A DHCP relay might be needed to forward requests to a

Server Client Server
(not selected) ’ (not selected)

4[)!!(‘? DISCOVER Uf[{_‘l" DISCOVER

-

DHCPOFFER [~ DHCP OFFER
» [T -
Collection of replies
P DHCP REQUEST DHCP Ack
(Reject) (Option)

Initialization
completed . //

CLEASE )
DHCF RELEASE 3| [ Delete context

Figure (2): Client Initialization via DHCP

and two servers. The client broadcasts a DHCP DISCOVER into the subnet. There might

i)  Inabove figure there is one client
be a relay to forward this broadcast.”

Two servers receive this broadcast and determine the configuration they can offer to the client. Servers reply to the
client’s request with DHCP OFFER and offer a list of configuration parameters. The client can choose one of the offered
. configurations. ' :

(i)  The client then replies to the servers, accepting one of the configurations and rejecting the others using DHCP REQUEST.
p AL SOL TS g g .
If a server receives a DHCP REQUEST with a rejection 1t can free the reserved configuration for other possible clients.
The server with the configuration accepted by the client, confirm the configuration with DHC PACK this completes the

initialization phasc. ' : '

(i) Ifa client leaves a subnet, it releases the configuration received by a server using DHCP RELEASE. The server free.the
context stored for the client and offer the configuration again. The configuration which a client gets from a server is only
leased for a certain amount of time. Therefore, the client has to reconfirm the configuration from time to time otherwise,
the server will free the configuration. This time out of configuration lielps in case of crashed nodes or nodes moved away
without releasing the context. : i

Ad"ﬂntage

) The DHCP is good for supporting the acquisition of Care-Of-Addresses (COA) for mobile nodes. The hosts for all
other parameters needed, such as addresscs of the default router, DNS servers, the time server ete. ' »

(ii . . ‘ . . . :

) A DHCP server should be located in the subnet of the access point of the mobile node or atleast a DHCP relay
should provide forwarding of the messages. . :

D-

(i) . g , . . ot ; .
Security Issue there is no authentication of DHCP messages specified. This means that the mobile node cannot trust
a DHCP server and the DHCP server cannot trust the mobile node. . '

iy - g ' K ..
There is no protocol for server-server configuration i.c., one DHCP server cannot communicate with another DHCP
S¢r , . T ;' S5, C Toeurati 3 orvere have N N
i ver and exchgnrgc currently usgd configuration thus, conligurations on servers have to be set up by hand.
‘_\H administrator has to take care that every D HCP server has its own address space for clients. This'tvpi
in add . . : . Thistypically results
ress space fragmentation. ;
SPECTRUM ALL-IN-ONE JOURNAL FOR ENGINEERING STUDENTS
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3.16

343

—
Internet Control Message Protocol (ICMP)

Q20. Write a short notes on ICMP.

Answer :

Model Paper., Q7

Internet Control Message Protocol (ICMP)

ICMP has been designed to overcome the problems posed by IP protocol. It is used in IP network management and admj,

istration. Its importance is seen in IP implementations. It is said to be a control protocol because it does not hold the daty insteag

it keeps the report of data. The latest version of ICMP is ICMP4.

Types of ICMP Messages

ICMP messages are categorized into following two types,

1. Error-reporting messages

2. Query messages.

Error Reporting Messages

These messages report about the issues encountered by host/ router while processing an IP packet,

Query Messages
These messages help the network manager in retrieving specific information about the network from host/router.

Format of ICMP Message

Every ICMP message is encapsulated with an 8-by.tc header; which is followed by variable length data field. The format

~ of header vary depending on the type of message being transmitted, the first 32-bits of the header remains the same in every
message. The general format of ICMP message is as follows.

0 718 - 15|16 31

Type|[ | Code || [Checksum

Remaining port of header

Data

Figure (1): ICMP Message Format

Type

This is a 1-byte field that specifies the message type.

Code

This is a I-byte field that specifies the reason for including a particular type of message.

Checksum

This is a 2-bytes field that is used for detecting the errors within lhé message,

Remaining Part of Header

This is a 4-byte field that contains information specific to the type of message specified in “type” field.
Data

This is a variable length ficld that contain data pertaining to respective message type. If “error messages” are specified if}
utype” field then the data part contain information for searching the actual erroneous packet. Moreover if ““query messages

are specified in “type” field then data part contain additional information depending on the query type.

\
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— format of ICMPv4 '

“l’ssage F .
JCMPv4 is the integral part of IPv4 format (i.e., fourth version of IP protocols). This is included in the IPv4 header format.

main purpose is to provide the information of error, loss of data packets and also it controls the data.
18

Layer 2(MAC) Possible LLC Inf . Layer 2 End
Header Header e mion delimiter

Physical Frame

Version | L | Typeof -
service Total length
Identification Flag Fragment offset
Time to live Protocol Header checksum
ICMP-01
IP Datagram Source address
| Destination address
- Adding
Option (If present) (If required)
1P Data
ICMP Messagc_ (ICMP Message leader and Data)
9o 7 - 8 16 24 31
ICMPType Code Checksum '
ICMP Data

Variable length - Depending Message Type

Figure (2): ICMPv4 Message Format

The above figure shows the basic ICMPv4 message format, It also shows the association between IP and physical frame.
The ICMPv4 messages are transmitted in the data area of IPv4 datagram which uses protocol type of 1. In addition to this, it will
follow all standard IPv4 datagram formatting rules. The ICMPv4 has a fixed format header wherein the first octet which is type field
specifies the format of ICMPv4 message, the single octet code field specifies the type of message in use, and the 16 bit checksum
field specifies the integrity check on the complete ICMPv4 message including header.and data areas. The computation of actual value
within the checksum field is performed by breaking the message into sequence of 16 bit words. Then it is added in 1’s compliment
aithmetic with any carry-the generated result in then added into the checksum field. However, the IP header is not significantly used
:"_‘_l_flgomputalion of ICMPv4 checksum. Moreover, the variable length ICMPv4 data area specifies the actual message.

344 IPve .

Q1. Explain about IPv6 addresses.
Answey PO Model Paper-lil, Q7(b)
1Py Addresses

The IPv6 addresses were introduced to overcome the problems related to,

() Address depletion for the Internet

(i) Lack of accommodation for real time audio and video transmission
L]

(iii) Data encryption and authentication.
Slr“tture

An IPv6 address is 128 bits long (i.e. 16 bytes). The structure of IPv6 addresses is based on hexadecimal colon notation

breviation that enables the IPv6 address to be more readable and abbreviated.

SPECTRUM ALL-IN-ONE JOURNAL FOR ENGINEERING STUDENTS |
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(a1) Hexadecimal Colon Notation

Hexadecimal colon notation of IPv6 address makes them more readable. In hf.)..ldu.‘m')al m‘:n_n l.lota'[_l()fll}]..s :Jll)l.s are divigy
into cight sections where each section is of 2 bytes, which requires four hexadecimal digits. This implies that [Pye “ddmkscs

comprises of 32 hexadecimal digits. The arrangement of these digits is made in such a way that a colon is placed as 3 Separayy,

between every four digits.
Example .
| €—————— 128 bits = 16 lytes =32 hex digts  ———]

LIHIHUII]IUII(KI JRETT llllllllllllllllJ

FDEC [ {0074 | :] 0000]:] 0000 ]| : | 0000 : | BOFF |: | 0000) : | FFFF

Figure: Hexadecimal Colon Notation
(h) Abbreviation

The hexadecimal notation results in a very long format consisting of numerous zero digits. In such cases, the abbreviation
technique can be applied to the address where the leading zeroes (but not trailing zeros) can be eliminated from the section. The
abbreviation can be performed only once for every address. That is, if there are two sections of zeroes, only one of them is
abbreviated. The re-expansion of the abbreviated address is performed easily just by aligning the unabbreviated parts and inser.
ing zeroes so as 1o get the original expanded address. -

Example
Consider the hexadecimal notation as,
7 FDEC : 0074 ; 0000 : 0000 : BOFF : 0000 : FFFO
T After Abbreviation,
| 0 FDEC :74:0:0 : BOFF : 0 : FFFO

: ,# . More Abbreviation,

FDEC: 74 :: BOFF: 0 : FFFO -
Address Space F

~ The IPv6 addresses consists of'much larger address space with the av

address of IPv6 is divided into various categories, which are defined by the left most bits called “type prefix™ of each address. This

prefix is of variable length and is used so as to ensure that the first part of a code is different from other code, thereby avoiding
ambiguity issue, The following table shows the prefix of every address type,

ailability of storing maximum of 2'* address. The

Type Prefix Type of Address
I 0000 0000 Reserved '
2. 0000 0001 Unassigned
3. 0000 001 ISO network addresses
4. 0000 010 IPX (Novell) network address
5. 0000 011 | Unassigned :
0. 0000 1 Unassigned
7. 0001 | Reserved
8. 001 Reserved
9. 010 “ Provider based unicast addresses _
10. 011 Unlassigned 7 v

- SIA Publishers and Distributors Pvt. Ltd.
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T
i U/" ’ 11. 100 Geographic based unicast addresses

12. 101 . . Unassigned

lé. 110 Unassigned

14. 1110 Unassigned

15. -] 11110 Unassigned

16. 111110 Unassigned

17. 1111 110 Unassigned
18, | 1111 11100 Unassigned

19. 1111 1110 10 Link local addresses
20. 1111 1110 11 Site local addresses
21. 1111 1111 Multicast addresses -

Table: Address of IPv6

fipe of Addresses

IPv6 defines the following different type of addresses,

Unicast Addresses

3.19

The unicast address defines a single host. Therefore, if the packet is supposed to be forwarded using unicast address, then it

| s0uld be delivered to that particular destination. There are two types of unicast addresses defined by IPv6.

(a) Geographic based address
(b) Provider based address.
Geographic Based Address

Geographic based address was introduced as an alternative for Simplc’ Intemmet Protocol (SIP). 'I'hese' ad'dress&s' are based on
geographic location and once assigned they cannot be changed. The geographic based addresses are §|gr|1ﬁcanuy gompl:cated
and are highly expensive. The geographic address allocation is used in developing improved automatic and dynamic host con-

figuration in IPv6. .
Provider Based Address ' '
. 4
Provider based address is generally used as a unicast address by a normal host.

The address format of provider based addr;ss is as follows,

3.bit/ s-bit / 16-bin” / 24-bit 32-bit |/ as-bit
Regis- Provider | Subscniber Subnet _Noqc
Type M'ry“ identificr] identificr | identifier identifier
entl= .
fier

. | Provider p_rd'lx >

«— Subscriber prefix =]

«——— Subnet prefix _—
Figure: Address Format of Provided Based Address

Type Identifier

The type identifier s a 32-bit ficld that defines the address as a “provider-based address™

Registry Identifier
The registry identifier is a 5-bit field that specifies the a
Provldel. Identifier

® Provider identifier is a 16-bit field that specifies the provider for Internet access.

'SPECTRUM ALL-IN-ONE JOURNAL FOR ENGINEERING STUDENTS
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() Subscriber Identifier _ S~
The subscriber identifier is 2 24-bits field that is assigned if the organization subscribe to the Internet via provider,

(¥)  Sobnet Identifier "
A subnet identifier is 2 32-hit field that defines a particular subnetwork that belongs to a subscriber.

(vi) Node Identifier
A node identifier is 2 48-bit field that specifies the identity of the node which is connected to a subnet.

r Multicast Address

Multicast address defines a group of hosts rather than a specific host if a packet is supposed to be forwarded, then jt is

delivered to each and every member of a group. The address format of multicast address is as follows,

it

bt 4bat 4-bir 112-bits

1nunmnm Flag - Slope Group ID

Figure: Address Format of Multicast Address

Flag
The flag field is 2 4-bit field that specifies whether the group address is a permanent address (0000) or transient ad-
dress (0001). |
(i)  Scope
The scope field is 2 4-bit field that defines the scope of the group address. The following table shows different scopes.
Type Perfix Address Type
0000 Reserved
' _gg:::-\_ﬂ 0001 Node local
w;i}\ 0010 Link focal
e 0101 Site local
1000 Organizational
1110 * Global
1111 Reserved
Table: Scope of IPv6 Address
3.  Any Cast Address '
. wﬁ m :gnncsm amT;p of hosL A packet intended for any cast address is delivered to only a single member of
4 Reserved addresses
Reserved addresses consist of eight zeroes in the beginning. The sub-categories of reserved addresses are as follows,
fs) Unspecified Address

It is used when the host is unaware of its own address and requests other hosi to determine its address.

Bhit 120-5ts
AN : All Zeroes
Figure: Unspecified Address
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( : LooP Back Address =

3.21

o s used by the host inorder to test itself without traversing the network.
8-bit 120-bits
00000000 00000000 ...... 0000001 Yoy

Figure: Loop-back Address

| ) Compatlble Address
c .
| Itis used bY the host that wants to perform transition from IPv4 to IPvé.
8-bit ; 88-bits aghl

00000000 All Zeroes IPv4 address

Figure: Compatible Address

(@ Mapped Address. g
It is used by a host that wants to perform transition from IPv6 to IPv4.
d 1 e J
8-bit 88-bits 16-bit / 32-bit
00000000 All Zeroes All's | 1Pv4 address
Figufa: Mapped Address

5. Local Addresses

If an organization is in need of IPv6 protocol without connecting itself to the global Internet, then it uses local addresses.
Altematively, local addresses are the addresses provided to private networks An organization using thls address cannot send

beyond its boundary network.
The two types of addresses defined by local addresses are as follows,
@ Link Local Address |

Itis used in an isolated subnet.

10-bits 70-bits 48-bits

1111111010 All Zeroes Node
Address

Figure: Address Format of Link Local Address

(b .
) Site Local Address

Iti PR . s
1 used in an isolated site consisting of many subnets.
. "/ Lowbits 38-bits / 32-bits / 48-bits

o1l All Zeroes Subnet Node : S
SLARL Address Address

Figure: Address Format of Site Local Address
" SPECTRUM ALL-IN-ONE JOURNAL FOR ENGINEERING nuosmsf T
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Q22. Draw the IPv6 packet header format. o D

Answer :

IPv6 Header Format
The 1Pv6 packet is made up of header payload. Payload consists of optional extension headers and data from top layer.
The base header has fixed length of 40 bytes but the extension headers and data from top layer has approximately 65,535 byte of

data. The following figure shows IPv6 datagram header and payload.
<< 40 bytes —»-<————Upto 65,565 bytes ——>
PA YL OA D

Extention headers | Data packet from
(optional) top layer

Base header

Figure (1): IPv6 Datagram Header and Payload

Base Header
The following figure shows the format of an IPv6 header.
~€4 bits>—4 bits > 8 bits 8 bits >4 bits —>
Version | Priority | Flow label

Payload length [———] Next header | Hop limit
! Source address i 1

; Target address
. —> Next header chadcr Iength[
g} —1 Next header IHeader length ]
S
& > Next hwderlHeader lenglhl \

L. Next hcader I Header length]
5 1

Figure (2): Format of an IPv6 Header
The base header of an IPv6 header has the following fields,

(i) Version
It is a 4-bit field defining the version number of the Internet protocol.

Example: IPv6 has the value 6.

(ii)  Priority
It is a 4-bit field defining the priority of the packet related to traffic congestion.

(ili)  Flow Label
It is a 3-byte field used for handling flow of data.

(iv) Payload Length
It is a 2-byte field defining IP datagram length.

(v)  Next Header
It is a 8-bit field defining the header afler the base header in the datagram. The next header can be an optional extension

headers used by IP or the header of an encapsulated packet like UDP or TCP every extension header includes this field. In
version 4, this field is called the protocol. The values of the next headers are tabulated below,

SIA Publishers and Distributors Pvt. Ltd.
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3.23

y) Hop Limit

Code Next Header
0 Hop-by-hop option
2 ICMP
6 TCp

17 UDP
43 Source routing
44 Fragmcntauon
50 Encrypted secunty payload
51 Authentication
59 No next header
60 Target option

Table: Next Header Codes for IPv6

It is 8-bit field, which has the same function as that of TTL field in IPv4.

(i) Source Address

Itis 16-byte Internet address field identifying the actual source of the datagram.

jviii) Target Address

_Itisa 16-byte Internet address field 1dennfymg the final target of thé datagram In case of source routing, this field includes

the address of the next router.

Q23. Compare IPv4 and IPv6. Also write the advantages of IPv6 over IPv4,

Answer : )
Comparison of IPv4 and IPV6

IPvd4 Headers

[ ——

IPv6 Headers

2, 0 4 8 16

|| IPv4 is the fourth version of Internet protocol.
24 31

—_— type

Version |IHL| S€rVice | T¢a1 Length

Identifier Flg
~_“-h_‘

Fragment

offset

Time to ljve

Protocol

\S_OE‘E address (32)

—___Target address (32)

Options and padding

Figure: IPv4 Header

Ofthe packet,

n|
Pv4, fields are not renamed.

T

1P,
P4 allows 32-bit source and target addresses.

I -
Pv4 hag service type field which represents priority

2. | 0 4 12 16 24 31
Version | Class Flow label
“H
Payboad length | ext | P
Source address (32)
Target address (32)

Figure: IPv6 Header ‘

is handled by priority and flow label fields.
5. | InIPv6, some of the fields are renamed.
Example: Type of service to traffic class and

 total length to payload length etc.

1. | 1Pv6 is the sixth version of Internet protocol.

3. | IPv6 allows 128-bit source and target addresses.

4. | IPv6 do not have service type field. Its functionality

" SPECTRUM ALLIN-ONE JOURNAL FOR ENGINEERING STUDENTS .
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7.| 1Pv4 has a TTL field and protocol field. 7.
' field is replaced by next heqder field.
8.| IPv4 has a header ChéCkSum field. 8. | In Ii’v6. header c'hecksum field is rem(?ved because
' checksum is carried out by its upper layer protocols.
9.| TPv4 has an options ficld. { 9. | InIPv6, options field is moved under extension headi

identificati t field
In IPv4, identification, flag and offset fields are'present.| 6. In IPv6, identification, flag and offset fields are

removed from the base header and added in the

fragmentation extension header. ,

In IPv6, TTL field is replaced by hop limit and protoco|

Advantages of IPv6 Over IPv4

IPv6 has the following advantages over IPv4,

IPv6 has a larger address space. It is 128-bits long. It has 296 increase in its address space compared with that-of 32-bit
address of IPv4.

It has a better header format wherein the options are separated from the base header and if required they are plgccd in
between the base header and the upper-layer data. Routing process is simplified and speeded up because most options do
not require to be checked by the routers. i

It has new options which adds additional functionalists.
If necessary, the protocol can be intended by new technologies or applications.

It supports resource allocation. The type-of-service field is removed and a method called flow label is introduced which
allows the source to request packet handling. This method can handle traffic like real-time audio and video can be supported.

It provides greater security. Confidentiality and integrity of the packet is provided.by encfyption and authentication options
in IPv6. b n o

Discuss about forwarding and routing functions of network layer. Refer 09’

Explain about virtual circuit network and datagram network. Refer l11A1

Write short notes on the following,
(i) Output processing , ‘ } >
i) _ﬂue'ueing ] ;
(iii') Routing control plane. Refer 016 o
Explain the working of DHCP protocol with its header format. ‘Raferen‘l‘ﬂ
Explain about IPVB addresses. Refer 021 - :

Compare IPv4 and IPv6. Also write the advantages of IPv6 over IPv4. Refer 023
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